HIKVISION

NAS storage safe shutdown using Smart-UPS

As per new rule, we need to shut down the device safely when the UPS battery low when online power cut.

We have

customize the FW, which can support shutdown by Script (same like NVR).

FW — Support 2.3.8 Hybrid SAN version. Support Single Controller Device only (DS-A81016S DS-A80624S).

storos-202103121127-C_CVR238-8011_batchShutDown-501_C1-915
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Searchi | Search
Date Log Content

April D7 2021 07:58:19 l Upload bins success (storos-202103121127-C_Hybrid w:s-mig_:kumm..j
March 23 2021 13:30:12 Uplosd bios sucoses (stors-202103121237-C_Hybrid WG"‘““-""{ Upload bios success (storas-202103121127-C_Hybrid SAN238-8011_shutDown_nvr_iscsi-501_C1-915.5in}
March 14 2021 08:07:06 Upload bios sucesss {storas-202103121127-C_Hybrid SANZ37and238-80TT ah-..

January 15 2021 13:05:39 Uplosd bios succass (storas-201905060615-B-T0-EN-STD-Hybrid SAN-suse <.,

January 15 2021 13:05:25 Uplosd bios success (storas-202012281408-B-Hybrid SAN_238-2_Hiklib_Ael...

Janusry 15 2021 13:04:57 Upload biss sucesss {staras-201905060619-B-TO-EN-5TD-Hybrid SAN-suse_x...

January 15 2021 13:04:54 Upload bios success (staras-202012281403-B-Hybeid SAN_238-2_Main_Relea...

January 15 2021 13:04:36 Upload bios suocsss (storas-20201 2261408-B-Hybeid SAN_238-2_Hikit_Rel...

January 15 2021 13:04:28 Uplosd bios succsss (staras 222-8_05_515-5t0r05_N46226_Hybrid..,

function Cgi_Request ()

End

E fune

End

E func

End
Cgi_|

Cgi_
Cgi_|

After Con
software.

CGI_CHMD = "shutDown"

Rem HVR-CEI-URL

NVE QI _URL ="http://ipaddress_80l1]l ' wps—cgi /RemoteControl .cgi?action=" + OEI_CHMD
Dim http reguest

Set http_request = Createlbject("Msxmli Ser TE"})

http request.open "EET", HNVE CEI_URL, False
http_regquest.send

functicon

tion Cgi_Requestl() STDI’EIQE'] P I
Rem Beguest NVE name first, make sure net status is ok

CGI_CHMD = "shutDown"

Bem NVRE-CEI-URL

NVE QI _URL ="http://ipaddress:8011,/wps—cgi /RemoteControl .cgi?action=" + OEI_CHMD

Dim http request
Set http_request = Createl
http request.open "EET", NVE_CEI_URL,
http request.send

0] 2 _ Server¥MLHTTE™)

functicocn
Storage 2 and 3 1P
tion Cgi_ Reguest ()
Fem Request NVE name first, make sure net status is ok
CGI_CHMD = "shutDown"
Rem HNVE-CEI-URL -
HVE_C=I_URL ="http:,/,/3 8011 /wps—cgi/BemoteControl . cgifaction=" + OGI CHMD
Dim http request
Set http request = CreateCbject("Msxml2 ServerXMLHTTE"™)

http request.open "EET", HNVE CEI_URL, False
http request.send
function

Reguest ()

Begquestl ()
Request2 { :Il

fig the device IP in the script, we need to convert the script to EXE. So we can attach to UPS management



Step to Convert the VB Script to EXE.

Use the Visual basic or Use Online or conversion tool.

e.g.
1, VB Script, edit in Notepad++

&l cgi_demo vbs B3 |BH cai_demao{MNew Mutti) vbs Eﬂl

make sure net status is ok

- HVR CEFI_URL ="http:,//152 . 165.103.231:801]1/wps—cgi/RemoteControl.cgi?action=" + CGI_CHD

2, Run the converter

1 El Private Suk Cgi_Request ()
2 Bem Beguest NVE name first,
3 CGI_CMD = "shutDown"
4 = Bem NVERE-CEI-URL
5
€ Dim http request
7 Set http request = Createlbject ("lMsxx
=} http_request.open "GET", NVR_CEI_URL, False
a3 = http_reguest.send
1a End Sub
11
12 Cgi_Request ()
13

2 . Server¥MLHTTE")

B Vbs To Exe v3.0.7 -
bs To E m}
click convert to EXE I
File Edit Converter Tools Language ?
Ly Olwlo e |+ o =
Mew | Open | Save | Close | Settings || Convert | Run | Website | Update | About | CMD-Interface | Feedback | Donate
1.wbs &) Options Il Embed Wersion information
1 Private Sub Cgi Request()
2 Rem Request NVR name first, make sure net status is ok
3 CGI_CMD = “shutDown"™
! Ieon:
4 Rem NVR-CGI-URL o (=
5 NVR_CGI_URL ="http://192.168.183.231:8011/wps-cgi/RemoteControl.cgi?action=" + CGI CMD
N [ Password:
5 Dim http_request
7 Set http_request - CreateObject(“Msxml2.Serve
8 http_request.open "GET™, NVR_CGI_URL, False Working directory: | current directory ~|
o e e _
ﬁ end Sub Exe-Format: |32 Bit | Console (visible) ~|
12 Cgi_Request
13 Ei_feq 0 UAC: [ request administrator privileges
[]request user privileges
) Savefileas.. X
& Packer: [ Enable UPX compression
4~ I > ThisPC » Desktop ~ Search Desktop »
Grganize +  New folder - @ Embadded items
0 This P A Name ~ Extract to: | current directory ~|
B 3D Objects SDR Method: [synchronous ~]
o A360 Drive LED WALL
HCP V1.7.0 v Delete on exit: |No ~
I Desktop oI 5
Overwrite: No -
File name: | V‘ | ‘
Save as type: | EXE (*exe) | Save attributes: [No. v
Display names: No -
A Hide Folders | Save | ‘ Cancel | | ‘
3, Save as exe.
{0F Sawve file as... >
<~ ~ o EHA » This PC o = Search This PC
Crganize -~ E= - [ 2]
L]
EH This PC ~ Falders {7}
B 2D Objects 3D Objects
a> A360 Drive .
I Desktop - e -
File name: ~
Sawve as type: | EXE (T.exe] ~
~ Hide Folders | Save | | canca




8 UPS Properties >

General Compatibiity Securty Details Previous Versions
iE

Type of file:  Application (.exe)

Description: LIPS

Location: Ch
Size: 117 KB (115,808 bytes)
Size ondisk: 120 KB (122,880 bytes)

Created: Thursday, February 4, 2021, 2:13:37 PM
Modffied: Thursday, February 4, 2021, 2:11:56 PM

Accessed: Thursday, February 4, 2021, 2:13:37 PM

Atributes:  [JReadonly [ Hidden

[ ok ]| cancel | Apok

Step to config Smart-UPS software
E.g. APC —Schneider (Power Chute)

%

HETWORK SHUTDOWN

- NB-JOCYHOHN Shutdown Settings

View Event Log When PowerChute starts a shutdown sequence it will use the setfings below.

Configure Events » UPS Shuidown

Setti
Shutdown Settings Hon G

55H Settings
SNMP Settings Full path to command file [c:WProgram Files\APC\PowerChuieiuser_filey

Communications Settings tluration seconds

Check for Updates

PowerChute Setup
» UPS Configuration
» Help

Apply Undo
Logout

Latest Software
Version Installed




View Event Log Click on an icon to configure a PowerChute event action in response to UPS events.

Configure Events

Events 1 to 16 of 16
Shutdown Settings

SSH Settings
SNMP Settings € UPS On Battery < O % o

Events Logging Command File Shutdown

Communications Settings
i @ Input Power Restored

Check for Updates
PowerChute Setup @ Runtime exceeded

IPS C i
b PSS Configrmsiion € Runtime is sufficient

» Help
Logout rﬂ- Runtime remaining below threshold

€ Runtime remaining above threshold

o(¢cjojo 0|0

€ Battery Discharged

Low battery Trigger need to configure as per the site UPS battery Size and the LOAD.

SChnelder UPS Network Management Card 2 o1

dFElectric  SmartUPSMatrix Application apc | English | Log OFf | Help |y

Home Status Control Configuration Tests Logs About

Shutdown

Start of Shutdown

Low Battery Duration: minutes [0 - 30]
Maximum Required Delay: 3 minutes

Basic Signaling Shutdown: ] Enable

Basic Low Battery Duration: 1800 seconds [120 - 1300]

~__v

ETWOR K SHLTDOWN

w NB-JOCYHOHN Event Log ?
View Event Log

Delete Log File Export Log

Configure Events

Shutdown Settings CEple 20 v (=renks

55H Settings Ewvents 1 to 20 of 44 First = Previous | 1 | 2 | 3 | Next | Last

SNMP Settings Date Time Event

Communications Settings UETOHTZ0Z T T O Z T T UWETGITOE 1S aienpiiTyg (0 aCcess U0 POl SUTZ-

= ~
Check for Updates 02/04/2021 14:50:53 UPS critical event: Low Battery resolved.
5
Powachule Setuy 02/04/2021 14:59:53  Low-battery condition solved.
» UPS Configuration
» Hel 02/04/2021 14:59:53 UFS is no longer running on battery power or output power has been turned on.
elp
Logout 02/04/2021 14:59:25 Shutting down physical machine that PowerChute is running on.
02/04/2021 14:59:25 Shutdown Command File has completed.
02/04/2021 14:58:55 Running Shutdown Command File.
02/04/2021 14:58:55 Shutdown process started. Windows will shut down soon.
E21m021 14:58:55 UFS critical event: Low Battery._ l
02/04/2021 14:58:55 Low-battery condition has occurred.
02/04/2021 14:58:55 UFS has swiiched to batiery power.
Latest Software
Version Installed 02/04/2021 14:18:27 Available runtime has been exceeded.

02/04/2021 14:-18:27 Battery is discharged e




SNAPPY UPS

View Power pro

er-software-download.com

LSE = dil laly gUrdonT. gwe d - U dalal a =508 )

» Realime dmamic graphs of UPS dala (voltage, frequency, load level, batlery level)
= Safely 05 shutdown and protection from dafta loss during power failure

=Waming notifications via audible alarm, broadcast, mobile messenger, and e-mail
» Scheduled UPS onjoll, battery lest, programmable outlet contral, and audiple alarm control

« Password security prolection and remale access management

= Supports multiple languages: English, Chinese, French, German, Spanish, Russian, Portuguese, Ukrainian, lfalian, Polish, Czech, Turkish

Download the software according to your requested operation systam in your computer system. Supported browser versions include IE browser
(not suppor the version older than IE10), Google, Chrome, Firefox,. All browers should sUpport himis,

Software
Version

Supported 08

WindowsD 718 /10 (32-bit & x64-bit)

© Download Windows® Server 2012/ 2016 1 2019 (32-bit &

x64-bit) Windows 5B5 2011

Type Download Link

Software for Windows® (VHTML1.04-21012)

| © Download ‘mudows XP 2003 12008

User type: Guest | lagn

ViewPower

UPS MENU ¥ Monitored UPS: USB (id=3A83DEF7_P01) ErEru

Configuration T z
UPS settings Local shutdown [
Remote shutdown Bypass ’ .
Control = [ ] B UPS information
Parameters setting Tane e
View Purchase information 251
Date farmat
Temperature unit %
Input
Help TInput information Output information
1 ltag 26 |V Jutput voltaze|  210.7
Inpu 30 ut 30 He
14
0.7
Battery
Bartery information
B hage| 250
50
trne ]14
UPS settings »> | Local shutdown bl

Time to wait before shutting down the local system

1 “ | Min

| File 1o execute when shutting down

CA3ane

Mlamirmam file execution time | ] " | Min

Cancel shutdown execute file
For cxample-C:WINDOWSinote pad coc

Warning dialog settings

Pop-up dialog before shutdown | 60 © Rec

Warm me again every 30 Sec




UPS settings >>|Local shutdown |

When the UPS is running from the battery
) Shut down the local system after | () = Min

) The local system is still on but execute file after | ()

® 1 ocal shutdown when the capac

of battery down to

UPS battery is running low

B Shut down the local system immediately

when a scheduled shurdown is triggered

o Trigger the local system to shut down or go to sleep

The local system should

o

kA Alzo ghat dowsn the TTPS after chutting down the local system

= | Sec.

) UPS shut down depend on UPS model O UPS will shutdown immediately ® UPS is still on

EATON UPS
Eaton IPP

Intelligent Power® Protector

Views «/ @ System
33 Views 3 System
1 Power Source About Eaton Inteligent Power Protector’.
/] Events Logs Product version: 167 release 162
£~ Events List Server system name: Windows NTI6.02.00
{4/ Events Calendar Contsct
=7 Setlings. Locaﬁaﬂ:. )
&Aubo Discovery Website link: hitp: eaton. him &
] ctions / Events. (@ Language Sattings
I Shutdown Language: [en-us] English (USA)
& system Date Format: ddimmiyyyy
__] Log Time Format: h:MM:ss5 t
§ UserList Temperaturz Unit: [°F] Fahrenheit
A Sean settings
Automnatic scan: Disabled
XML Enabled
Usemname / Password: admin | ==
SHMPy1 Enabled
SNMP community name: public
SHMPY3 Disabled
NUT Enabled
MQTT Enabled

Username { Password. |
& Automatic Update Settings
Interval: Every week
Last Update: 10/02/2021-8:12:28 pm
Next Check Update: 17/0212021-8:12:35 pm

2k Modules Setfings
Redundancy: Disabled
Shutdovm controller: Disabled
ﬂ Sacurity settings
Force HTTPS mede to access fo the interface: Enabled
Foros session lagout after inactivity period: Hone

Edit sk . config i
Shurdowern

Shutdovn timer {second(s}]:
Shutdowmn duration (second(s)]):
Shutdown type:

Shutdowam scripk:

Mone

(124 x|
Script -
CHUPS.exa

@ Ediif system information

@ Edit language:
a Edit scan seffings

S Exiit update setiings
G Check for updates

! Edit modules settings

5 Eit seourity seftings
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B Operation Log Information  [Total: 776)

| [Complte 3 ¥] Search

Date
April 07 2021 0B06134
April 07 2021 DB:06:12
April 07 2021 0B:06:12
April 07 2021 0B:06:12
April 07 2021 0B:06:12
April 07 2021 0B:06:09
April OF 2021 0B:06:09
April 07 2021 0B:06:09
April 07 2021 0B:105:59
April 07 2021 DB:05:38
April O7 2021 DB:05:10
April O7 2021 0B:04:13
April 07 2021 07159:37
April OF 2021 07:59:17
April O7 2021 O7:59417
Bpril O7 2021 07:39:13

[web_admin] IP1{192,168.101.80 JLogin successful

The rescource MIC IP is configured, 10.254.254.2.

Hybrid SAN servics i started, [10,254.254.2)

Change protect ares success

Open raid monitor mode success:

Diste NIC 4 discornected when the system is starting up.
Date NIC 2 disconnected when the system is starting wp.
Dista NIC 1 disconnected when the system iz starting up.
Starting Hybrid SAN serice[10.254.254.2)

Set the local as the time hast.

Systermn boot

SorDS system Sart runnng

The resource NIC is closed. 10.254,254.2

Turm off raid manitor mode success

|

Log Ct



